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In the course of providing goods, services or software to the State of Georgia and governmental entities of the State pursuant to this Contract, Contractor may gain access to Sensitive State Data as defined below. In such event, these Data Security Terms and Conditions shall apply.

1. DEFINITIONS AND GENERAL INFORMATION
1.1 “Authorized Persons” means Contractor and its employees, subcontractors, or other agents to the extent necessary for such persons to access Sensitive State Data to enable Contractor to provide goods and/or services under this Contract.
1.2 “Data Breach” means a security-relevant event in which the security of a system or procedure used to create, obtain, transmit, maintain, use, process, store, or dispose of data is breached and Sensitive State Data or information technology resources is exposed to unauthorized access, use, disclosure, alteration, or theft.
1.3 “Personally Identifiable Information” includes, but is not limited to, personal identifiers such as name, address, phone number, date of birth, Social Security number, and student or personnel identification number; Personal Information as defined in O.C.G.A. 10-1-911 and/or any successor laws of the State of Georgia; Personally Identifiable Information contained in student education records as that term is defined in the Family Educational Rights and Privacy Act, 20 USC 1232g; Medical Information as defined in Georgia Code Section 32.1-127.1:05; Protected Health Information” as that term is defined in the Health Insurance Portability and Accountability Act, 45 CFR Part 160.103; Nonpublic Personal Information as that term is defined in the Gramm-Leach-Bliley Financial Modernization Act of 1999, 15 USC 6809; credit and debit card numbers and/or access codes and other cardholder data and sensitive authentication data as those terms are defined in the Payment Card Industry Data Security Standards; other financial account numbers, access codes, driver’s license numbers; and state- or federal-identification numbers such as passport, visa or state identity card numbers.
1.4 “Personal Data” as defined in O.C.G.A. § 10-1-911 means an individual's first name or first initial and last name in combination with any one or more of the following data elements when either the name or the data elements are not encrypted or redacted:
1.4.1 Social Security number;
1.4.2 Driver's license number or state identification card number;
	
1.4.3 Account number, credit card number, or debit card number, if circumstances exist wherein such a number could be used without additional identifying information, access codes, or passwords;
1.4.4 Account passwords or personal identification numbers or other access codes; or
1.4.5 Any of the items contained in subparagraphs (A) through (D) of this paragraph when not in connection with the individual's first name or first initial and last name, if the information compromised would be sufficient to perform or attempt to perform identity theft against the person whose information was compromised.
1.5 “Sensitive State Data” means all Personally Identifiable Information and other information that is not intentionally made available by the State on public websites or publications, including but not limited to business, administrative, and financial data, intellectual property, and patient, student and personnel data and records not required to be publicly disclosed under the Georgia Open Records Act, O.C.G.A. § 50-18-72 et seq., including any plan, blueprint, or material which if made public would compromise security. Sensitive State Data includes data created or in any way originating with or on behalf of the State, and all data that is the output of computer processing of or other electronic manipulation of any data that was created by or in any way originated with the State, whether such data or output is stored on the State’s hardware, Contractor’s hardware or exists in any system owned, maintained or otherwise controlled by the State or Contractor.
1.6 “Security Incident” means the potentially unauthorized access by non-Authorized Persons to Sensitive State Data that could reasonably result in the use, disclosure, alteration, or theft of the Sensitive State Data or information technology resources within the possession or control of Contractor or any cyber-attack, data breach, or identified use of malware that may create a life-safety event, substantially impair the security of data or information systems, or affect critical systems, equipment, or service delivery. A Security Incident may or may not turn into a Data Breach.
1. DATA OWNERSHIP AND PROTECTION
2.1 Data Ownership. The State will own all right, title and interest, including all intellectual property rights, in its data that is related to the goods and services provided under this Contract. Contractor shall not access Sensitive State Data, except 1) as is reasonably necessary to perform data center operations, 2) in response to service or technical issues, 3) as required by Contractor to provide the goods and services covered by this Contract or 4) at the State’s request. Contractor has a limited, non-exclusive license to use Sensitive State Data solely for the purpose of performing its obligations under this Contract.
2.2 Data Protection. Protection of personal privacy and data shall be an integral part of the business activities of Contractor and designed to ensure that there is no inappropriate or unauthorized access to or use of Sensitive State Data at any time.  To this end, Contractor shall safeguard the confidentiality, integrity, and availability of Sensitive State Data and comply with the following conditions:
2.2.1 Contractor shall maintain appropriate administrative, physical, and technical security measures to safeguard against unauthorized access, use, disclosure, alteration, or theft of Sensitive State Data. Such security measures shall be in accordance with current NIST 800-53 standards commensurate with the FISMA data classification specified by the State. If no data classification is specified by the State, in accordance with the measures applicable to the FISMA moderate classification.
2.2.2 Contractor shall use industry best practices and up-to-date security tools, technologies, and practices such as network firewalls, anti-virus protections, vulnerability scans, system logging, 24x7 system monitoring, third-party penetration testing, and intrusion detection methods in providing services under this Contract.
2.2.3 Where the security objectives of confidentiality, authentication, non-repudiation, or data integrity are categorized FISMA compliance level moderate or higher, all electronic Sensitive State Data shall be encrypted using a cryptography method specified by the State while at rest on all devices controlled by Contractor and in transit across public networks with controlled access. Unless otherwise provided in the Contract, Contractor is responsible for encryption of the Sensitive State Data.
2.2.4 Unless otherwise provided in the Contract, Contractor shall enforce separation of job duties, require commercially reasonable non-disclosure agreements, and limit staff knowledge of Sensitive State Data to that which is absolutely necessary to perform job duties.
2.2.5 Contractor shall not disclose Sensitive State Data to any third party without the prior written consent of the State except as otherwise provided by the Contract or required by law. Nor shall Contractor copy or retain Sensitive State Data except as provided for in the RFX. Contractor shall ensure that its employees and agents who will have potential access to Sensitive State Data have passed appropriate, industry standard background screening and, where applicable, federally mandated background screening and possess the qualifications and training to comply with the terms of this Contract. Contractor shall promote and maintain an awareness of the importance of securing Sensitive State Data among Contractor’s employees and agents.
2.3 Data Location. In providing goods and services to the State, Contractor shall access, store, and process Sensitive State Data solely from location(s) or data centers in the U.S. and Contractor shall notify State of such locations. Storage of Sensitive State Data at rest shall be located solely in location(s) or data centers in the U.S. and Contractor shall notify State of such locations. Contractor shall not allow its personnel or Authorized Persons to store Sensitive State Data on portable devices, including personal computers, except for devices that are used and kept only at U.S. location(s) or data centers. Contractor shall only permit its personnel and consultants to remotely access Sensitive State Data as required to provide goods and services under this Contract and shall only allow such remote access from locations within the U.S.
1. SECURITY INCIDENT AND DATA BREACH RESPONSIBILITIES	
3.1 Incident Response. Contractor shall inform the State of any Security Incident or Data Breach. Contractor may need to communicate with outside parties regarding a Security Incident or Data Breach, which may include contacting law enforcement, fielding media inquiries, and seeking external expertise as mutually agreed upon, defined by law, or contained in the Contract. Discussing security incidents with the State should be handled on an urgent as-needed basis, as part of Contractor’s communication and mitigation processes as mutually agreed upon, defined by law, or contained in the Contract. Any contacting of law enforcement on matters regarding State systems or data must be followed by a report to the Georgia Information Sharing and Analysis Center (GISAC) at (404) 561-8497.
3.2 Security Incident and Data Breach Reporting Requirements. Upon becoming aware of a Security Incident or Data Breach, Contractor shall:
3.2.1 Promptly notify the State identified contact within twenty-four hours of discovery or sooner, unless shorter time is required by the Contract or applicable law;
3.2.2 Fully investigate the Security Incident or Data Breach and cooperate fully with the State’s investigation of and response thereto. Except as otherwise required by law, Contractor shall not provide notice of the Security Incident or Data Breach directly to individuals whose Personally Identifiable Information was involved, regulatory agencies, or other entities, without prior written permission from the State;
3.2.3 Promptly implement necessary remedial measures reasonably determined by the State; and
3.2.4 Document responsible actions taken related to the Data Breach, including any post-incident review of events and actions taken to make changes in business practices in providing the services, if necessary.
3.2.5 Contractor will provide daily updates, or more frequently if required by the State, regarding findings and actions performed by Contractor to the State Identified Contact until the Data Breach has been effectively resolved to the State’s satisfaction.
3.2.6 Contractor shall quarantine the Data Breach, ensure secure access to Data, and repair IaaS and/or PaaS as needed in accordance with the SOW and/or SLA. Failure to do so may result in the State exercising its options for assessing damages or other remedies under this Contract.
1. LIABILITY
4.1 If Contractor will under this Contract create, obtain, transmit, use, maintain, process, or dispose of the subset of Sensitive State Data known as Personally Identifiable Information, the following provisions apply: In addition to any other remedies available to the State under law or equity, Contractor shall reimburse the State in full for all costs incurred by the State in investigation and remediation of any Data Breach or Security Incident caused by Contractor, including but not limited to providing notification to individuals whose Personally Identifiable Information was compromised and to regulatory agencies or other entities as required by law or contract; a website or toll-free number and call center for affected individuals required by law, providing one year’s credit monitoring to the affected individuals if the Personally Identifiable Information exposed during the breach could be used to commit financial identity theft; and the payment of legal fees, audit costs, fines, and other fees imposed by regulatory agencies or contracting partners as a result of the Data Breach or Security Incident.	
4.2 If Contractor will NOT under this Contract create, obtain, transmit, use, maintain, process, or dispose of the subset of Sensitive State Data known as Personally Identifiable Information, the following provisions apply: In addition to any other remedies available to the State under law or equity, Contractor will reimburse the State in full for all costs reasonably incurred by the State in investigation and remediation of any Data Breach or Security Incident caused by Contractor.
1. SECURITY
5.1 Data Center Audit. If applicable in the provision of the goods and services covered by this Contract, Contractor shall ensure an independent audit or provide ISO 27001 certification of its data centers at least annually at its expense and provide a copy of the audit report upon request. A Service Organization Control (SOC) 2 Type II audit report or approved equivalent (the ISO 27001 certification, State RAMP certification, or FedRAMP certification) sets the minimum level of a third-party audit.
5.2 Security Processes. Contractor shall disclose its non-proprietary security processes and technical limitations to the State such that adequate protection and flexibility can be attained between the State and Contractor.
5.3 Encryption of Data at Rest. For data categorized as moderate or high in Federal Information Processing Standard 199, Contractor shall ensure confidentiality and integrity of information at rest consistent with security control SC-28, Protection of Information at Rest, using control enhancement 1, Cryptographic Protection, in NIST Special Publication 800-53.
1. RESPONSE TO LEGAL ORDERS, DEMANDS, OR REQUESTS FOR DATA
6.1 Except as otherwise expressly prohibited by law, Contractor shall:
6.1.1 Immediately notify the State of any subpoenas, warrants, or other legal orders, demands or requests received by Contractor seeking Sensitive State Data;
6.1.2 Consult with the State regarding its response;
6.1.3 Cooperate with the State’s reasonable requests in connection with efforts by the State to intervene and quash or modify the legal order, demand or request; and
6.1.4 Upon the State’s request, provide the State with a copy of its response.
6.2 If the State receives a subpoena, warrant, or other legal order, demand (including request pursuant to the Georgia Open Records Act) or request seeking Sensitive State Data maintained by Contractor, the State shall promptly provide a copy to Contractor. Contractor shall promptly supply the State with copies of data required for the State to respond and shall cooperate with the State’s reasonable requests in connection with its response.
1. TERMINATION OBLIGATIONS
7.1 Upon termination or expiration of the Contract, Contractor shall implement In the State’s sole discretion, a secure, orderly (1) destruction of, or (2) return of Sensitive State Data in the format and at a time specified by State. Transfer to State or a third party designated by State shall occur without significant interruption of service and, to the extent technologically feasible, State shall have access to Sensitive State Data during the transfer. Following such transfer, Contractor shall securely destroy Sensitive State Data in its possession or control. Contractor shall not destroy any Sensitive State Data that has not been returned to State in the event of ongoing contract or other disputes between the parties or for so long as amounts remain payable by State.
7.2 Destroyed Sensitive State Data shall be permanently deleted and shall not be recoverable in accordance with National Institute of Standards and Technology (NIST) Special Publication 800-88, Guidelines for Media Sanitization, using the purge method from Appendix A, Minimum Sanitization Recommendations, for the type of media being purged. Certificates of destruction shall be provided to the State. Contractor may retain a copy of Sensitive State Data if necessary to comply with law or its applicable professional standards.
1. COMPLIANCE
8.1 Contractor shall comply with all applicable laws and industry standards in providing goods and services under this Contract. Any Contractor personnel visiting the State’s facilities will comply with all applicable State policies regarding access to, use of, and conduct within such facilities. The State shall provide copies of such policies to Contractor upon request.
8.2 Contractor warrants that in providing goods and services to the State it is fully compliant with relevant laws, regulations, and guidance that may be applicable to the goods and services such as: the Family Educational Rights and Privacy Act (FERPA), Health Insurance Portability and Accountability Act (HIPAA) and Health Information Technology for Economic and Clinical Health Act (HITECH), Gramm-Leach-Bliley Financial Modernization Act (GLB), Payment Card Industry Data Security Standards (PCI-DSS), Americans with Disabilities Act (ADA), Federal Export Administration Regulations, and Defense Federal Acquisitions Regulations.
8.3 If the Payment Card Industry Data Security Standards (PCI-DSS) are applicable to the goods and services provided to the State, Contractor shall, upon written request, furnish proof of compliance with PCI-DSS within 10 business days of the Request.
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